OUIITMHI ITNCBMO.
KAK PACITIO3HATDB? YTO JEJIATD?

Qduwunz (anza. phishing) — 8ud unmepHem-moweHHU1ecmaa,
\@ Yeavlo KOMmMopoz2o sA6Aslemcs noayveHue UOeHMUPUKAYUOHHBIX OaHHbIX
noav3ogameneil (n02uH, nNaApoavb, Homep KpedumHolu kapmvt u Opyeoil

KOH@PUdeHYUANbHOU uHPOpMayul), a Mmakxie 3anyck 6pedoHOCHO20
NPO2PammHoO20 obecneveHUs Ha KOMNbIOMePe NOAb308AMeNS.

KAK PACITIO3HATB?
1. BBI He 3K1a,TH 3TOTO MHUCHhMA.
U
{ \U' ' KoHeuHo, cyieiyeT o6painiaTh BHUMAHHIE HA OTIPABUTESA U HOIydaTess TAChMA.
%% s Ho B3IOyMBIIUIEHHHKM HAyYHJINCh MMHTHPOBATh IMChMA OT M3BECTHHIX OpraHU3aNMi, M ajpec

Q/}' OTIIpaBUTEJIA, U COAEPKAHUA ITMCbMa MOXET BbIIVIAAETb OY€HDb JOCTOBEPHO.

(%9 ITucbMo MO3KeT OBITH MEPEIAaHO M OT 3HAKOMOTO BaM 4eJsioBeKa, ecau ero 1K 3apaskeH BpeZloHOCHBIM I1O
37 WJIY OH TI0 HEOCTOPOKHOCTH IepeaipecoBasl TUCbMO Bam.

2. B nucsMme Bac nmpocAT CpOYHO COBEPUINTHD A€M CTBHE: IEPEUTH IO CCBIIKE, OTKPBITH BJIO:KEHUE U T.J.

o ) IMosyyuB THUCHMO, B KOTOPOM COOOIIaeTcss O GJIOKHMPOBKE Ba)KHOTO aKKayHTa (HAmpUMep, WHTEPHET-
. 6aHKa), 0 HAIMYWH 33/J0/KEHHOCTH WM ITpada, BAXKHOM COOOIEHUN OT OPTaHU3AIINH, JIIOU CTPEMSATCS
IIOCKODee BBINOJIHUTD YKa3aHue B IIKCbMe, He 33/lyMbIBasCh O IOTEHIIUAJIbHON OIIaCHOCTH.

3. B mucbMe nMeeTcs CChLJIKA V1A CKaYuBaHUA (pailioB.

Cebiaka — anemenm nucbma (Hanpumep, mekcm uau = re
KapmuHka), Haxcas Ha komopbwlil Bvt 6ydeme nepeadpecosarvt (.\\ Ck \‘\e\' .
Ha Hekyr uHmepHem cmpanuyy. IIpu HagedeHuu Kypcopa Ha :

)
CCbLAKY OH MeHsem opmy Ha

Ilepeiins mo cchUKe B muchMe Bl MokeTe 3arpy3uTh BpesioHOCcHOe I10!

HageauTe Kypcop MBIIIKK HA CCHUIKY (HE HAXKUMasi Ha Hee, CChUIKA MTOSIBUTCS WJIHM PAAOM C KypCOPOM HJIU B JIEBOH
HIKHEH YacTh OKHA) U IIOCMOTPUTE Ha Ha3BaHHUE caliTa, KOTOPBIM BaMm mpeasiaraiot moceTuTh. B HOBO# BKJIa/ike Gpaysepa
B PYYHYIO BO€HTe IOJIydeHHYIO CChUIKY (He Konupys ee). Takoil MeToJ| IO3BOJIUT 3aMETUTD OITUOKH B CChLUIKE.

4. O0paTuTe BHUMaHUE HA BJIOKE€HUE K IIUChMY.

B apxuBe, IPUKPEIJIEHHOM K IINCHMY, MOJKET COZIEPKaThCsl BpeZoHocHOe I10.

OueHp uacmo 340YMblUAeHHUKU apxusupytom epedoHocHoe I10. B
maxom 8ude e20 ca0xcHee 0OGHapyxcums cucmemam 3awjumst. Takice 8
apxuee nomumo 6udumblx, Ha nepeviil 832130 6e3spedHvix ailnos,
Mo2ym ObimMb cKkpbimble Hailivl, KOMOPble aAKMueupyrom epedoHOCHOe
I1o.

I T

APXWB.rar APXVB.7z APXWB.zip

BakHO IPOBEPUTSH, UTO B OYTOBOM KJIMEHTE ¥ BaC 0TOOpakaercs paciupenue $haiiios!

@_]test.douc (55 KE) h_il:ltest.:lsx (55 KE) Pactuaupguue daitra — gopmam @aiina, epynna byke nocae
nocaedneit mouxu.
] test.ppt (55 KB] [ testbmp (55 KB) Cnesa npusedenvt Haubonee pACNPOCMPAaHeHHble GHopmamvl
daiinos.

| testipg (53 KB) | || testixt (35 KE) O6pamume HUMaHUe HA UKOHKU U pacwupeHus!

Hesb3st OTKpbIBaTh Gaiyibl CIIEAYIONUX PaCIIMpeHuii: .app, .exe, .bat, .js, .scr!
Taxxe ocreperaitecs (paiyios ¢ IBOUHBIM paciuupenueM (Hanpumep, Persramenr.docx.js)!

| Ha npakmuke 6cmpeuaiomcsi CAyvau NOAYHeHUS NO JAeKMPOHHOU noume
‘ 00b14HO020 «BOPOOBCKO20», «IKCENe8CKO20» (ailna, BHYMpuU KOMOpo20, NOMUMO
mexcma, ecmbv Uu300padceHue, 2unepccvlika (Ha HeusgecmHull cailim 8
Hrnmepreme), ecmpoennwili OLE-o6sexm  (00vekmbl, coz0anHble 6 Opyaux
npozpammax — uepmedcu, pucyHku, cxemvl). IIpu Haxcamuu Ha maxoil 06sexm
MOdKcem npoudoliimu 3apaspceHue.

Taxoce makue @daiiavt mo2ym codeprcams npoepammHbiil ko0 (maxpocst). Ipu
3anycke ailnoe ¢ maxpocamu cucmema ux 6Gaokupyem. Jlas axmusayuu
Maxpoca Heobxodumo Haxcamb «Brawouums codepycumoe». 3anyckaiime
codepacumoe MoAbKO 8 NPOBePeHHbLX Patlnax.

5. O6pamume 6HUMAHUEe Ha onevamkxu.

O6paiaiiTe BHIMaHUEe HA BO3MOXKHBIE OIIeUaTKH, opdorpaduueckre ommbKu, G0IIIOE KOJIHMIECTBO IPONKUCHBIX OYKB,
COBIIaJIeHNE Ha3BaHUM OpraHU3AINN, UMEHU OTIPABUTEIIS U COAEPKUMOTO B TEKCTE 3JIEKTPOHHOTO MHUCHMA.



| FrPammarnueckme oMGKM

[obpblii geHb!

Mpouly cpo4HO pacneyataTb W NOAMNMCaTb TOBAPHYKO HOKNAAHYO Ha MOCTaBKY BO/AbI, @ 3aTEM BbICAaTb KOMMHO.
Opu1ruHan AOKYMeHTa € Hallleid CTOPOHBI YTEPAH, HY>KHA KONWUA ANA NPOBEPKM.

YTO AEJIATDH?

1. Ecim Bel momyumim mucheMo, B KOTOpOM OT Bac TpeGyooT Kakoro-snbo B3aWMMOJIEMCTBHUSA, B TOM YHUCIIE
He3aMeIJINTEIbHOTO, WK K€ TaKOe MIChbMO BBI3BIBAET Y Bac JIF060MBITCTBO, UyBCTBO CTPaxXa MUK MOOYXKAAeT K JeHCTBUAM,
HaIPpUMep, «OTKPOI», ITPOUUTAN », «O3HAKOMBCS », TO 3aJ[yMalTeCh U 3a7jaliTe cebe CyIeIyI0IIe BOIPOCHI:

- OJKHU/JIAI0 JIX S 3TO MMHUCbMO?

- €CTb JI CMBICJI B TOM, UTO OT MeHsI TPeOyIoT?

- 3HAIO JIU I aBTOPA 3TOTO MUChMa?

- YBEPEH JIU A1 B 6€30IMaCHOCTH MOJIyYeHHOTO 3JIEKTPOHHOTO MUChMa?

Ecim oTBeT XOTA OBl HAa OAVH W3 03ByYEHHBIX BHIIIE BOIIPOCOB «HET» -BHHUMATEJIBHO IPOAHAIM3UPYUTE COAEPIKUMOE
NMHUCbMa ¥, IPU HEOOXOZMMOCTH, CBS)KUTECh JII1 KOHCYJIBTAIUM CO CBOMM aJAMHHHCTPATOPOM 0€30IacHOCTH WJIH
COTPYZHUKOM TEXHUYECKOH OJIEPIKKH.

2. He Ha>xumatiTe Ha CCBLJIKY, €CJTM OHU 3aMEHEHBI Ha CJI0BA.

3. He xonupyiiTe azjpec CChUIKH.

4. He oTKpBIBaliTe U He CKayMBAlTe BJIOXKEHU, 0COOEHHO, €C/IM B HUX COZlEPIKATCA OKYMEHTBI C MaKPOCAMU, aPXUBHI C
apoJisiMy, a Taxke daisl ¢ pacmupenusamu RTF, LNK, CHM, VHD.

5. He moxrpy»xaiiTe KApTUHKYU OT HE3HAKOMBIX JIIOJIEH.

6. He 3amyckaiiTe Makpochl B OQUCHBIX IPHJIOKEHHUAX (Makpoc — 5To HabOp KOMAaH[A M WHCTPYKIUH, IPYyNIHUPYEMbIX
BMeCTe B BH/JIe €JHHOM KOMaH/bI IJIsI ABTOMATHYECKOTO BBITIOJTHEHHU ST 3a7JaUH.).

INEERERN Bcragka [Aw3adn  Maxker Cconkm Pacceinxm  Peuenaunposanuwe Bua v MNMomouw Bxoa /("l O6wmA gocryn
Calibri -1 - i -3 -Y%-- & 3 A‘ Jo)
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7. He mepecpuiaiite mucbMa KoJuIeraMm.

8.B wiyuae HayjWuMs NMPU3HAKOB IOTEHIIMATHHO-OMACHOTO MHChMa OTKPONTE IMCHMO U IEPEIINTE €ro ¢ IMOMETKOM
«IIpomry MpoBepUTh MPUJIOKEHHOE MTUCHMO HAa HAJIMYKE BPEJOHOCHOM aKTHBHOCTU» Ha azpec servicedesk@tularegion.ru
(omnitracker).
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